
ELIXIR-LU Data Use Agreement (AIMS-LEAP)	REQ-XXX
DATA USE AGREEMENT – ELIXIR

This DATA USE AGREEMENT (the AGREEMENT) is dated [effective date].

BETWEEN
THE UNIVERSITY OF LUXEMBOURG, a Public Institution of Higher Education and Research, having its registered office at 2, place de l’Université, L-4365 Esch-sur-Alzette, Grand-Duchy of Luxembourg, registered in the register of trade and companies of Luxembourg under No J20, with VAT number LU19805732, acting for the LUXEMBOURG CENTRE FOR SYSTEMS BIOMEDICINE, based in Campus Belval, 7 avenue des Hauts-Fourneaux, L-4362 Esch-sur-Alzette, Grand-Duchy of Luxembourg, represented by its Director, Prof. Dr. Michael Heneka, (UL/LCSB),
AND
[LEGAL NAME OF THE USER INSTITUTION], a [organization corporate form] having its registered office at [legal address], duly represented by [name of legal representative] (the USER INSTITUTION),

[AND] OR [IN THE PRESENCE OF]

[NAME OF THE MAIN APPLICANT], an [individual researcher] employed at the USER INSTITUTION and in charge of the research project detailed in ANNEX 2, with professional address at [address], [country] (the PI),

WHEREAS
the parties hereby agree to conclude the AGREEMENT within the framework of the “European Life-Science Infrastructure for Biological Information” (ELIXIR);
ELIXIR is a European research infrastructure organised in the form of a central hub and distributed nodes, which operates, manages and sustains, in the broadest sense of these terms, an interlinked collection of biological data resources, tools and literature; ELIXIR is an infrastructure consortium of global significance based on the principles of open access and data sharing, established for the support of scientists of all disciplines;
the DATA PROVIDER(s) (as defined below) stores biomedical data (the DATA, as defined below) with ELIXIR and is prepared to provide access thereto to the DATA USERS (as defined below) under the conditions listed in this AGREEMENT;
UL/LCSB acts as the Luxembourg node for ELIXIR and is responsible for sharing the DATA hosted on the LUXEMBOURG ELIXIR PLATFORM (as defined below) on behalf of the DATA PROVIDER(s);
the USER INSTITUTION is [description of type of institution and activity] and is the home institution of the DATA USERS who wish to access to the DATA under the conditions listed in this AGREEMENT and subject to additional terms and conditions referred to herein;
each of the parties recognises as a priority the need to respect the fundamental interests and rights of DATA subjects, including the need to preserve the security and confidentiality of the DATA, given in particular their extreme sensitivity;

THE PARTIES HAVE DECIDED AS FOLLOWS:
Definitions
ACCESS means open or controlled access to DATA from the LUXEMBOURG ELIXIR PLATFORM provided by UL/LCSB.
DATA means data, including personal, biomedical, technical and any other data provided by the DATA PROVIDER to the DATA USERS through the LUXEMBOURG ELIXIR PLATFORM and described in Annex 1.
DATA ACCESS COMMITTEE means a committee comprised of representatives of the DATA PROVIDER that reviews the application of access from the USER INSTITUTION and grants/declines individual access rights for DATA USERS based on the DATA ACCESS POLICY. 
DATA ACCESS POLICY means the access control policy determined by the DATA PROVIDER on the basis of which the DATA ACCESS COMMITTEE grants or denies access to DATA by DATA USERS, and determines the conditions of such access.
DATA PROTECTION LAW means the applicable data protection laws, such as the GDPR, as well as its implementing and successors texts.
DATA PROVIDER means the individual(s) or entity(ies) mentioned in ANNEX 1, who/which store(s) DATA on the LUXEMBOURG ELIXIR PLATFORM and determine(s) the conditions of access thereto. Any reference made to DATA PROVIDER in this Agreement, shall be deemed made to the relevant DATA PROVIDER(S) of the relevant DATA. Under no circumstance can a DATA PROVIDER be held liable for DATA contributed by another DATA PROVIDER.
DATA USER means the PI and any other individual researcher or investigator or group of researchers or investigators registered with the LUXEMBOURG ELIXIR PLATFORM to whom access to the DATA has been granted by the DATA ACCESS COMMITTEE and who access, process or use DATA; DATA USERS’ access to the DATA as well as use and processing thereof is performed exclusively under the PI’s and USER INSTITUTION’s joint liability.
ELIXIR-LU means UL/LCSB, acting as Luxembourg node for ELIXIR and providing hosting services to DATA PROVIDERS and controlled access to the DATA stored on the LUXEMBOURG ELIXIR PLATFORM.
GDPR means the EU Regulation 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation).
LUXEMBOURG ELIXIR PLATFORM means the Luxembourg ELIXIR platform hosted by UL/LCSB.
PERSONAL DATA : means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
PUBLICATIONS means, without limitation, articles published in a printed or electronic form on the press, reviews, books, public display and other written and verbal presentations (including private or publicly accessible conferences, meetings and similar events) of research and/or research results.
RESEARCH PROJECT means the research project described in ANNEX 2 and for the purpose of which access to DATA is granted to DATA USERS hereunder.
The terms ‘controller’, ‘processor’, ‘recipient’, ‘data subject’, ‘processing’ and ‘personal data breach’ have the same meaning in this Agreement as in the DATA PROTECTION LAW.
OBJECT OF THE AGREEMENT
The purpose of the AGREEMENT is to define the terms on which access to DATA is granted to DATA USERS, and the further use of such DATA by the USER INSTITUTION and DATA USERS.
DATA ACCESS.
Access to DATA is provided by ELIXIR-LU to the DATA USERS under the conditions determined in the AGREEMENT.
The USER INSTITUTION (either directly or through the PI):
provides to ELIXIR-LU a list of individuals to be approved by the DATA ACCESS COMMITTEE as DATA USERS, and
undertakes to update constantly the list of DATA USERS with ELIXIR-LU, as necessary to reflect changes or departures in affiliated researchers and personnel in good time to allow ELIXIR-LU to revoke related access rights at the effective date of such change. These updates are made by email to: lcsb-datastewards@uni.lu and other secure transmission channels.
ELIXIR-LU makes no particular commitment as regards the constant availability, continued operation and performance of the LUXEMBOURG ELIXIR PLATFORM, or the uninterrupted access to DATA. ELIXIR-LU will endeavour to inform the USER INSTITUTION and/or (at UL/LCSB’s choice) the DATA USERS in advance in case of planned interruption of such access.
RESEARCH USE.
The USER INSTITUTION is liable for ensuring that DATA is used solely:
in connection with the RESEARCH PROJECT as described in ANNEX 2; and
in compliance with DATA PROTECTION LAW.
Any use of the DATA outside the strict scope of the RESEARCH PROJECT, or any modification of the RESEARCH PROJECT will require:
the prior submission of a separate DATA access request to ELIXIR-LU, and
the prior written validation thereof by the DATA ACCESS COMMITTEE (subject to potential restrictions or conditions set out therein).  
DATA USERS will use the DATA and the LUXEMBOURG ELIXIR PLATFORM exclusively in accordance with the terms of this AGREEMENT.
The USER INSTITUTION is liable for ensuring that DATA USERS will not:
attempt to link DATA to/with other information or data, including DATA to which access has been granted hereunder, or which is freely available without restriction, unless specifically authorised by the DATA ACCESS COMMITTEE, or
analyse or make any use of the DATA in such a way that has the potential to:
circumvent pseudonymisation or similar measures taken to protect the confidentiality of DATA subjects’ identity; or
lead to the identification of any DATA subject; or
otherwise compromise the confidentiality of any DATA subject’s identity in any way.
Non-transferability
The USER INSTITUTION will not, and procures that DATA USERS will not, transfer or disclose the DATA, in whole or part, or any material derived from the DATA to any third-party (including employees, agents, representatives, director and contractors of the USER INSTITUTION who are not DATA USERS) except:
in an aggregated form so that no individual DATA (or means to access, infer or reconstruct such individual DATA) is disclosed, or
if a separate DATA access request has been filed with, and approved in writing beforehand by the DATA ACCESS COMMITTEE.
Information of DATA users
The USER INSTITUTION undertakes:
to distribute a copy of this AGREEMENT and the data access policy in relation to the access to the AIMS-2 TRIALS data (AIMS-2 TRIALS data access policy), other than the DATA ACCESS POLICY defined above, and explain its contents to each DATA USER, including any subsequent amendments or additions;
to implement and distribute any such guidelines, policies, procedures and instructions as necessary to ensure DATA USERS’ compliance with the obligations contained in this AGREEMENT and DATA PROTECTION LAW; and
to ensure that the DATA USERS have reviewed and understand the principles for responsible research use and DATA handling as defined in the Data User Responsibility Acknowledgement (DURA).
Publication, dissemination and acknowledgement
The USER INSTITUTION ensures that the PI agrees that his/her personal data (at least his/her name, contact details, title and home institution), information on the RESEARCH PROJECT (comprising its abstract and the PUBLICATIONS) may be posted on the UL/LCSB and/or any ELIXIR web site.
The USER INSTITUTION (both in its own name and in the name of DATA USERS):
agree that the objective of the ELIXIR initiative is to promote the dissemination of research findings from DATA stored with ELIXIR-LU as widely as possible through scientific publication or other appropriate public dissemination mechanisms, and adhere and intend to contribute to this objective; consequently, they undertake to publish their research results in PUBLICATIONS;
undertake to comply with the DATA ACCESS POLICY and to acknowledge the DATA PROVIDER’s and ELIXIR-LU’s role and contribution to the RESEARCH PROJECT in all PUBLICATIONS resulting from any analyses of the DATA and quote the DATA PROVIDER and ELIXIR-LU as authors in all PUBLICATIONS resulting from any analyses of the DATA; 
[empty]
agree to protect the confidentiality of DATA (and the identity of DATA subjects) in any PUBLICATIONS by taking all possible care to limit the possibility of identification.
RESEARCH USE REPORTING. With a view to ensuring that ELIXIR-LU’s policies and procedures applicable to the access to and use of DATA are respected, the USER INSTITUTION (either directly or through the PI) undertakes to provide to the DATA ACCESS COMMITTEE, once per year, a report detailing how the DATA have been used and any results generated as a result of the use of the DATA, including a status on patent (or similar) applications and PUBLICATIONS (with a copy thereof). 
Intellectual property
UL/LCSB recognises the importance of the subsequent development of intellectual property (IP) and associated protection rights (IPR) on downstream discoveries, especially in therapeutics, which will be necessary to support full investment in products to benefit the public. 
However, by requesting access to the DATA, the USER INSTITUTION and DATA USERS acknowledge and support the objective of ELIXIR’s policy on IP, that is:
achieving maximum public benefit of the DATA distributed through the LUXEMBOURG ELIXIR PLATFORM, and
treating the DATA as ‘pre-competitive’ assets.
Consequently, USER INSTITUTION and DATA USERS will refrain from making IP claims derived directly from the DATA and which may result in restrictions, conditions or otherwise create obstacles to the distribution and use of the DATA.

Without prejudice to the above provisions and to the ownership of the DATA, the USER INSTITUTION or the DATA USERS, as the case may be, shall obtain ownership of those results and inventions and any intellectual property therein developed or created through the use of the DATA, pursuant to article 2.3 of the present AGREEMENT, either (i) independently of or (ii) not directly derived from such DATA, by the USER INSTITUTION or DATA USERS, hereinafter the “Generated IP”. The USER INSTITUTION and the DATA USERS commit and ensure that their use of such Generated IP shall not prejudice to ELIXIR’s policy on IP, as defined above, and shall not restrict the use of the DATA by ELIXIR-LU, the DATA PROVIDERS, or any other USER INSTITUTION and DATA USERS.


Responsibility
ELIXIR-LU undertakes to provide access only to DATA for which:
documented, valid and informed consents have been obtained from DATA subjects (or their legal representatives); and/or 
it is documented that prior consent of DATA subject was not necessary and the DATA is processed under another valid legal ground in accordance with DATA PROTECTION LAW; and/or
required ethical committees’ or authorities’ approval has been obtained to distribute and allow DATA USERS to process the DATA for the RESEARCH PROJECT’s purposes.
The USER INSTITUTION undertakes, and procures that DATA USERS will:
only access, use and process the DATA as strictly necessary for the RESEARCH PROJECT in accordance with the data minimisation principle, and 
ensure that DATA is completely deleted (backup copies included) (i) at the end of the term of this AGREEMENT or, (ii) immediately upon being informed by the DATA PROVIDER, directly or through ELIXIR-LU, about any withdrawal of Data Subjects’ consent.
Data protection
The parties will duly observe all their obligations under DATA PROTECTION LAW which arise in connection with this AGREEMENT and the processing of the DATA.
The parties acknowledge that:
the DATA PROVIDER is the controller as regards the collection and processing of the DATA until and including the storage thereof on the LUXEMBOURG ELIXIR PLATFORM for subsequent use for research projects, and
ELIXIR-LU is the DATA PROVIDER’s processor as regards the storage of DATA and making such DATA available on the LUXEMBOURG ELIXIR PLATFORM for subsequent use for research projects, and
ELIXIR-LU acts as processor of the DATA PROVIDER, which decides alone, within the DATA ACCESS COMMITTEE, with respect to the decision to grant access to the DATA.
the USER INSTITUTION and DATA USERS are recipients and independent controllers as regards the access to DATA from the LUXEMBOURG ELIXIR PLATFORM and the subsequent use and processing of the DATA for the RESEARCH PROJECT’s purposes.
Each party is solely liable for ensuring its own compliance with applicable DATA PROTECTION LAW as regards the acts of processing of the DATA it carries out (or which are carried out on its behalf).
The parties undertake to co-operate in the event of and the USER INSTITUTION shall comply with any request made by ELIXIR-LU and/or DATA PROVIDER with respect to:
a DATA subject’s claim, request or exercise of statutory rights on his/her DATA, or
in case of any request by supervisory authorities.
The USER INSTITUTION will, and procures that DATA USERS will:
notify ELIXIR-LU of any errors detected in the DATA, and
accept that DATA be reissued from time to time, with suitable versioning and, if DATA is reissued at the request of DATA subjects and/or as the result of ethical scrutiny, remove earlier versions of the DATA from subsequent analysis and publication and destroy/discard all earlier versions of DATA.
If the USER INSTITUTION or DATA USERS are located outside of (i) the European Union, (ii) the European Economic Area, or (iii) countries providing an adequate level of protection within the meaning of article 45.1 of the GDPR, the access to and transfer of DATA to the concerned DATA USERS will be subject to the entry by the USER INSTITUTION and UL/LCSB into a data transfer agreement based on the contractual clauses in ANNEX 3. 

Data Security
ELIXIR-LU provides access to DATA in an encrypted format and through secure communication channels.
The USER INSTITUTION undertakes to implement and maintain at all times, throughout the duration of this AGREEMENT, a sufficient technical infrastructure and environment with technical and organisational measures appropriate with respect to the nature of the DATA, their extreme sensitivity, volumes exchanged and associated risks, in order to ensure the ongoing confidentiality, integrity, availability and resilience of the systems used by DATA USERS for the processing of DATA. The USER INSTITUTION is in particular liable for:
any access to the DATA or the LUXEMBOURG ELIXIR PLATFORM by DATA USERS or through the latter’s access accounts or credentials (including by third parties impersonating DATA USERS),
implementing, testing, reviewing, regularly training DATA USERS on, and enforcing rules (including good practices in terms of information security, such as, clean desk policy, credentials management including non-sharing of credentials -including with other DATA USERS-, revocation of compromised credentials) applicable to all DATA USERS on the use of the DATA, access thereto and relevant credentials to ensure that DATA USERS comply at all times with the terms of the AGREEMENT and DATA PROTECTION LAW, 
revoking immediately compromised (lost, stolen or shared) credentials with ELIXIR-LU in writing (email accepted), and
any access to and use of the DATA or the LUXEMBOURG ELIXIR PLATFORM by a DATA USER or a third party impersonating a DATA USER.
Upon reasonable request of ELIXIR-LU, the USER INSTITUTION will make available to ELIXIR-LU all information necessary to demonstrate compliance with the obligations laid down in this AGREEMENT and allow for and contribute to audits conducted by UL/LCSB or any independent inspections by UL/LCSB’s representatives, auditors or competent authorities, to ascertain compliance with this AGREEMENT, with reasonable notice and during regular business hours.
ELIXIR-LU reserves the right (in its sole discretion) to suspend the access or account of DATA USERS whose credentials have been compromised or revoked, or who have acted in breach of this AGREEMENT or the terms of use of the LUXEMBOURG ELIXIR PLATFORM, without prejudice to the right to terminate the AGREEMENT pursuant to clause 15 of this AGREEMENT.
Confidentiality
The USER INSTITUTION will, and procures that DATA USERS will:
treat the DATA as confidential information and keep it in strict confidence,
to only use, make/keep copies of the DATA for the sole purpose of the RESEARCH PROJECT or as strictly required by DATA PROTECTION LAW,
to protect the DATA, whether in storage, in process or in use, with the same degree of care as the USER INSTITUTION uses to protect its own sensitive/confidential information, but in no circumstances with less than reasonable care, and
ensure traceability and document any action of dissemination, retention and destruction of the DATA, and communicate such documentation to UL/LCSB upon request.
Personal Data Breach
[bookmark: _Ref508820109]The USER INSTITUTION undertakes to, and procures that DATA USERS will, notify to ELIXIR-LU any personal data breach without undue delay after becoming aware of such data breach. All notifications and reports of data breaches should be submitted through https://databreachreport.lcsb.uni.lu. 
Notifications under clause 11.1 should include:
a description of the nature of the data breach as well as all factual details and any other useful information available regarding the data breach,
a general description of the measures deployed by the USER INSTITUTION and/or DATA USERS to remediate the situation, including, where appropriate, measures to mitigate its possible adverse effects,
where possible, the categories and approximate number of DATA subjects concerned and the categories and approximate number of DATA records concerned,
a description of the likely consequences of the data breach,
the name and contact details of the USER INSTITUTION’s data protection officer or other contact point where more information can be obtained,
The USER INSTITUTION will continue to keep ELIXIR-LU appraised on any subsequent development and, until complete resolution of the case, provide at least weekly reporting on the personal data breach, countermeasures, risk assessments and other useful information (including competent authorities requests, decisions or injunctions).
Liability
UL/LCSB, the DATA PROVIDER, copyright holders, and all other parties make no warranty express or implied as to the accuracy, quality or comprehensiveness of DATA to the USER INSTITUTION and the DATA USER.

USER INSTITUTION shall hold UL/LCSB/ ELIXIR-LU and the DATA PROVIDER harmless against any claim from the DATA USERS:

UL/LCSB, the DATA PROVIDER, and copyright holders exclude to the fullest extent permitted by law all liability for actions, claims, proceedings, demands, losses (including but not limited to loss of profit), costs, awards damages and payments made by the USER INSTITUTION or DATA USERS that may arise (whether directly or indirectly) in any way whatsoever from the use by the DATA USERS of DATA or from the unavailability of, or interruption in access to, DATA or the LUXEMBOURG ELIXIR PLATFORM for whatever reason and;
UL/LCSB and the DATA PROVIDER bear no responsibility for the further analysis or interpretation of the DATA.

DATA USERS are liable for keeping copies of the DATA, and UL/LCSB shall not be liable for damages incurred to the USER INSTITUTION by reason of the destruction or alteration of any sort of the DATA on the account of a DATA USER.

12.3 	USER INSTITUTION shall be liable to UL/LCSB and/or DATA PROVIDER  for any loss, damage, claim and other liability of whatsoever kind or nature occurred to UL/LCSB and/or DATA PROVIDER due to or arising from its use, handling, storage or disposal of the Data.
Storage duration
DATA will be destroyed, at the sooner of (1) the DATA being no longer used or strictly necessary for the research project or (2) the termination of the AGREEMENT for whatever reason. 
Archiving of the DATA will be provided by ELIXIR-LU exclusively.
[bookmark: _Ref508820937]Where this AGREEMENT provides that the USER INSTITUTION or DATA USERS should destroy the DATA (regardless of the cause), any such destruction should be carried out in a secure manner so as to avoid any potential restoration or reconstruction of the DATA, and the USER INSTITUTION will issue to ELIXIR-LU without undue delay after such destruction a written certificate of secure destruction of the DATA, including a commitment to have destroyed all copies (including backups) of the DATA.
Financial provisions
[bookmark: _Ref508790172]LUXEMBOURG ELIXIR PLATFORM is financed by the Government of the Grand Duchy of Luxembourg and the UL/LCSB, thus the services are provided free of charge.
TERM AND Termination
[bookmark: _Hlk169254148]This AGREEMENT will be effective for a period of one/two/three (1/2/3) year(s) from the date of the DATA ACCESS COMMITTEE granting access to the DATA to the (first) DATA USERS. 
The parties may, but will not be obliged to, decide to extend this AGREEMENT after its term. If advance written notice and approval by the DATA ACCESS COMMITTEE is obtained to allow USERS to finish their research projects when they are using the DATA, the DATA will not need to be destroyed, unless if there is a compelling legal reason to do so; Section 13.1 remains unaffected. In any other case, the USER INSTITUTION (either directly or through the PI) will be required to file a new DATA access request with the DATA ACCESS COMMITTEE, which may take a decision in its own discretion. Should the parties decide to renew this AGREEMENT, the DATA ACCESS COMMITTEE will solely determine the conditions in which the DATA may be retained by the USER INSTITUTION during the transition between the two contractual periods. In the absence of such prior written decision, the USER INSTITUTION will, and procures that DATA USERS will destroy the DATA at the initial AGREEMENT’s termination date.
UL/LCSB may terminate this AGREEMENT and immediately revoke access to DATA and the LUXEMBOURG ELIXIR PLATFORM upon any breach of this AGREEMENT (including without limitation in case of personal data breach) or rules identified herein or DATA PROTECTION LAW by the USER INSTITUTION or any DATA USER. The USER INSTITUTION should be solely liable for the consequences of such termination and revocation.
In case of termination or non-renewal of this AGREEMENT for whichever cause, the USER INSTITUTION shall, and procures that DATA USERS shall destroy the DATA at the date of termination, using endeavours conform to clause 13.3.
Any termination under this clause 15 will be automatic (‘de plein droit’), without recourse to the courts and without compensation for the other party.
GOVERNING LAW, JURISDICTION
The AGREEMENT will be governed by Luxembourg law.
Any disputes, claims or litigation in connection with the AGREEMENT, which cannot be solved amicably,  will be brought exclusively before the courts of the judicial district of Luxembourg-City.

THE AGREEMENT IS DRAWN UP IN AS MANY ORIGINALS AS THERE ARE PARTIES, EACH PARTY ACKNOWLEDGING RECEPTION OF ONE ORIGINAL.
SIGNATORIES:

	FOR UL/LCSB





Name: 
Function: 
	
	FOR THE USER INSTITUTION





Name:
Function:




Read and understood:

	THE PI




Name:
Function:





ANnex 1 – Data & DATA PROVIDER

Title:

Link:

Data Use Restrictions: 

Data Providers: 




ANnex 2 – RESEARCH PROJECT DESCRIPTION

[image: Description: EU-AIMS_RGB_72dpi][image: AIMS-2-TRIALS - Autism Research For Europe]



AIMS LEAP Project Proposal Form

Section 1: Project Overview

Date (Submission)*
	




Lead Investigator (name, Institution)*
	




Additional Investigators (name, Institution)*
	




Title of project*
	



Research question(s)*
Please specify the overarching research question(s) for your project here.
	




Lay Summary of project (approx. 200-250 words)*
Please provide a short overview of your study (e.g., background, aims, method, implications) that can be understood by a member of the general public who is not an expert in your field.
	





Ethical approval information*
Please indicate the ethical approval board/number (or equivalent), where your proposal for secondary analyses has been submitted and confirmed.
	




Section 2: Project Detail Information

Technical Project Outline (Background, Aims/Objectives, Method, Implications; up to approx. 500 words)*
Please provide a full overview of your study here.
	




Hypothesis/Hypotheses*
Please specify directional/non-directional, concise, testable hypotheses for your study.
	




Context/Importance*
Please detail the rationale for the proposed study (i.e., in terms of added value, areas of impact, implications/applications).
	




Sample*
Please specify parameters for your required study population from the LEAP cohort (e.g., whether you will have any additional inclusion/exclusion criteria, such as only including a certain age/IQ range vs. all participants).
	




Measures*
Please specify parameters around the measures you require access to in order to address the aims and hypotheses above.
	




Planned statistical approaches/analyses*
	




Section 3: Data Management 


How will the data be managed and stored?*
Briefly describe how the data will be stored, backed-up, managed, and curated during the course of the project to ensure that the minimum data security standards set out in the Data Use Agreement are adhered to. 
	




Which formal information/data security standards will be followed?*
Identify formal standards with which your study is or will be compliant (e.g., Institutional, regulatory).
	




What are the main risks to data security and how will these be managed?*
Please summarise the risks specific to your research and how these risks will be managed. Do not write ‘not applicable’ under this heading.
	




How do you plan to share your data processing/analytics pipelines/metadata?*
We strongly encourage those using AIMS data to share their processing/analytical code/metadata with the community (e.g., on OSF or Github).
	



Section 4: AIMS Consortium Principles

Ethical principles for external researchers using AIMS data are stated below. We ask those who wish to request access to AIMS data to engage with these principles, as follows.

1. Improving quality of life for autistic people and those with co-occurring conditions

The core ethical principle underpinning the work of AIMS-2-TRIALS is beneficence. We are committed to improving outcomes and increasing quality of life for all people represented by our participant cohort through biomedical research. 

As a researcher requesting access to AIMS-2-TRIALS data, your research using this data must be in alignment with this principle. 

· Please outline below how you hope your research will benefit members of our participant communities (approx. 100-300 words). 

· This can include both direct benefits, e.g. addressing a known community priority, and indirect benefits, e.g. contributing to scientific rigour within a particular area of the autism research landscape which is insufficiently robust.  

· It can include short term benefits, e.g. analysis of data which yields new findings with immediate ramifications for the community, and long term benefits, e.g. addressing a gap in the literature which is currently a barrier to broader understanding. 


	









2. Respect, trust-building and community inclusion

We are committed to respecting and building trust with our community partners, through inclusion and engagement. 

As a researcher requesting access to AIMS-2-TRIALS data, your research using this data must be in alignment with this principle. 

· Please outline the efforts you will make/have made to engage or include relevant stakeholder communities as part of your research process (e.g., conceptualisation, analysis, interpretation, dissemination; approx. 100-300 words).

· Examples of engagement could include research which is fully participatory from first principles, working with researchers who have lived experience, direct consultation with people who have lived experience, or where resources are scarce, engagement with materials produced to guide autism researchers, e.g. referring to Autistica’s top 10 research priorities. 


	








3. Changing research culture and language 

We are committed to changing aspects of current research culture and language which reinforce stigmatising and unhelpful narratives about autism. 

As a researcher requesting access to AIMS-2-TRIALS data, your research using this data must be in alignment with this principle. 

Culture change

This will involve doing some background research to ensure that your research design, process and goals do not inadvertently reify stigmatisation or marginalisation of autistic people. See Pellicano & den Houting (2021) for how deficit-focused design and interpretation of research can contribute to this. 

Language change

This may involve using new wording when drafting articles or presentations, as well as where necessary, requesting that journals and other relevant fora (e.g. conferences) accept the use of this language. The AIMS-2-TRIALS external data access policy notes preferred language. See also Bottema-Beutel et al., (2021) as a starting point for drafting future work. 

Engagement with the community will also help to support you through both aspects of this process if you feel unsure.

Please outline any aspects of your proposed work which might inadvertently reify unhelpful narratives about autistic people, and steps you could take to address this (approx. 100-300 words).

	








4. Minimising direct and indirect risk

We are committed to actively considering and minimising risk for all individuals whose lives are affected either directly or indirectly by all aspects of our research activity, from study design to dissemination. 

As a researcher requesting access to AIMS-2-TRIALS data, your research using this data must be in alignment with this principle. 

Most kinds of research, especially where people are being studied in some way, have the potential to impact their lives in many ways, both directly and indirectly. It’s important for all researchers working with AIMS-2-TRIALS data to understand how this might be the case with autism research (or research on features and traits associated with autism) so that the risk of research negatively impacting individuals and groups is kept to a minimum. 

Direct risk is when a participant is affected negatively by what you do, for example, if someone is identified through how you handle their data. 

Indirect risk is when a non-participant is affected negatively by what you do, for example, if your findings influence how autistic people are treated in society.

· Please clearly describe the relationship of your work to any ethical issues of relevance to autism research such as eugenics, prenatal testing, gene editing or the perceived “normalisation” of autistic people (list not exhaustive).  

· Please outline some of the direct and indirect risks of your research and steps you will take to mitigate these. It may be helpful to supplement your response with content from your approved ethics proposal where relevant (approx. 100-300 words). 

	








5. Protecting data rights whilst preserving data

We are committed to safeguarding the data rights and autonomy of our participants, while exploring ways to sustainably share data with external researchers. 

As a researcher requesting access to AIMS-2-TRIALS data, your research using this data must be in alignment with this principle. 

Your responsibilities in accordance with this principle are to abide by all aspects of the Data Access Policy you have agreed to when requesting access to AIMS-2-TRIALS data. 

[bookmark: bookmark=id.gjdgxs]Please check the box to confirm you will read and agree to the Data Access Policy and will sign and abide by the Data Use Agreement, if granted data access ☐


I agree to design, conduct and disseminate my research in accordance with each of the above principles.


Signed: _______________________________________


Date: ________________
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ANnex 3 – STandard contractual clauses
[The template is provided by the European Commission and its terms are non-negotiable.]

STANDARD CONTRACTUAL CLAUSES
Controller to Controller
SECTION I
Clause 1
Purpose and scope
(a)	The purpose of these standard contractual clauses is to ensure compliance with the requirements of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation) ([endnoteRef:2]) for the transfer of personal data to a third country. [2:  Where the data exporter is a processor subject to Regulation (EU) 2016/679 acting on behalf of a Union institution or body as controller, reliance on these Clauses when engaging another processor (sub-processing) not subject to Regulation (EU) 2016/679 also ensures compliance with Article 29(4) of Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L 295, 21.11.2018, p. 39), to the extent these Clauses and the data protection obligations as set out in the contract or other legal act between the controller and the processor pursuant to Article 29(3) of Regulation (EU) 2018/1725 are aligned. This will in particular be the case where the controller and processor rely on the standard contractual clauses included in Decision 2021/915.
] 

(b)	The Parties:
(i)	the natural or legal person(s), public authority/ies, agency/ies or other body/ies (hereinafter ‘entity/ies’) transferring the personal data, as listed in Exhibit I.A (hereinafter each ‘data exporter’), and
(ii)	the entity/ies in a third country receiving the personal data from the data exporter, directly or indirectly via another entity also Party to these Clauses, as listed in Exhibit I.A (hereinafter each ‘data importer’)
have agreed to these standard contractual clauses (hereinafter: ‘Clauses’).
(c)	These Clauses apply with respect to the transfer of personal data as specified in Exhibit I.B.
(d)	The Appendix to these Clauses containing the Exhibites referred to therein forms an integral part of these Clauses.
Clause 2
Effect and invariability of the Clauses
(a)	These Clauses set out appropriate safeguards, including enforceable data subject rights and effective legal remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and, with respect to data transfers from controllers to processors and/or processors to processors, standard contractual clauses pursuant to Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except to select the appropriate Module(s) or to add or update information in the Appendix. This does not prevent the Parties from including the standard contractual clauses laid down in these Clauses in a wider contract and/or to add other clauses or additional safeguards, provided that they do not contradict, directly or indirectly, these Clauses or prejudice the fundamental rights or freedoms of data subjects.
(b)	These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of Regulation (EU) 2016/679.
Clause 3
Third-party beneficiaries
(a)	Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter and/or data importer, with the following exceptions:
(i)	Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;
(ii)	Clause 8.5 (e) and Clause 8.9(b); 
(iii)	N/A
(iv)	Clause 12(a) and (d); 
(v)	Clause 13;
(vi)	Clause 15.1(c), (d) and (e);
(vii)	Clause 16(e);
(viii)	Clause 18(a) and (b).
(b)	Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679.
Clause 4
Interpretation
(a)	Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the same meaning as in that Regulation.
(b)	These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679.
(c)	These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in Regulation (EU) 2016/679.
Clause 5
Hierarchy
In the event of a contradiction between these Clauses and the provisions of related agreements between the Parties, existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail.
Clause 6
Description of the transfer(s)
The details of the transfer(s), and in particular the categories of personal data that are transferred and the purpose(s) for which they are transferred, are specified in Exhibit I.B.
Clause 7 – Optional
Docking clause
(a)	An entity that is not a Party to these Clauses may, with the agreement of the Parties, accede to these Clauses at any time, either as a data exporter or as a data importer, by completing the Appendix and signing Exhibit I.A.
(b)	Once it has completed the Appendix and signed Exhibit I.A, the acceding entity shall become a Party to these Clauses and have the rights and obligations of a data exporter or data importer in accordance with its designation in Exhibit I.A.
(c)	The acceding entity shall have no rights or obligations arising under these Clauses from the period prior to becoming a Party.
SECTION II – OBLIGATIONS OF THE PARTIES
Clause 8
Data protection safeguards
The data exporter warrants that it has used reasonable efforts to determine that the data importer is able, through the implementation of appropriate technical and organisational measures, to satisfy its obligations under these Clauses.
8.1  	Purpose limitation
The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in Exhibit I.B. It may only process the personal data for another purpose:
(i)	where it has obtained the data subject’s prior consent;
(ii)	where necessary for the establishment, exercise or defence of legal claims in the context of specific administrative, regulatory or judicial proceedings; or
(iii)	where necessary in order to protect the vital interests of the data subject or of another natural person.
8.2   	Transparency
(a)	In order to enable data subjects to effectively exercise their rights pursuant to Clause 10, the data importer shall inform them, either directly or through the data exporter:
(i)	of its identity and contact details;
(ii)	of the categories of personal data processed;
(iii)	of the right to obtain a copy of these Clauses;
(iv)	where it intends to onward transfer the personal data to any third party/ies, of the recipient or categories of recipients (as appropriate with a view to providing meaningful information), the purpose of such onward transfer and the ground therefore pursuant to Clause 8.7.
(b)	Paragraph (a) shall not apply where the data subject already has the information, including when such information has already been provided by the data exporter, or providing the information proves impossible or would involve a disproportionate effort for the data importer. In the latter case, the data importer shall, to the extent possible, make the information publicly available.
(c)	On request, the Parties shall make a copy of these Clauses, including the Appendix as completed by them, available to the data subject free of charge. To the extent necessary to protect business secrets or other confidential information, including personal data, the Parties may redact part of the text of the Appendix prior to sharing a copy, but shall provide a meaningful summary where the data subject would otherwise not be able to understand its content or exercise his/her rights. On request, the Parties shall provide the data subject with the reasons for the redactions, to the extent possible without revealing the redacted information.
(d)	Paragraphs (a) to (c) are without prejudice to the obligations of the data exporter under Articles 13 and 14 of Regulation (EU) 2016/679.
8.3  	Accuracy and data minimisation
(a)	Each Party shall ensure that the personal data is accurate and, where necessary, kept up to date. The data importer shall take every reasonable step to ensure that personal data that is inaccurate, having regard to the purpose(s) of processing, is erased or rectified without delay.
(b)	If one of the Parties becomes aware that the personal data it has transferred or received is inaccurate, or has become outdated, it shall inform the other Party without undue delay.
(c)	The data importer shall ensure that the personal data is adequate, relevant and limited to what is necessary in relation to the purpose(s) of processing.
8.4   	Storage limitation
The data importer shall retain the personal data for no longer than necessary for the purpose(s) for which it is processed. It shall put in place appropriate technical or organisational measures to ensure compliance with this obligation, including erasure or anonymisation ([endnoteRef:3]) of the data and all back-ups at the end of the retention period. [3:  This requires rendering the data anonymous in such a way that the individual is no longer identifiable by anyone, in line with recital 26 of Regulation (EU) 2016/679, and that this process is irreversible.
] 

8.5   	Security of processing
(a)	The data importer and, during transmission, also the data exporter shall implement appropriate technical and organisational measures to ensure the security of the personal data, including protection against a breach of security leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access (hereinafter ‘personal data breach’). In assessing the appropriate level of security, they shall take due account of the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the risks involved in the processing for the data subject. The Parties shall in particular consider having recourse to encryption or pseudonymisation, including during transmission, where the purpose of processing can be fulfilled in that manner.
(b)	The Parties have agreed on the technical and organisational measures set out in Exhibit II. The data importer shall carry out regular checks to ensure that these measures continue to provide an appropriate level of security.
(c)	The data importer shall ensure that persons authorised to process the personal data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality.
(d)	In the event of a personal data breach concerning personal data processed by the data importer under these Clauses, the data importer shall take appropriate measures to address the personal data breach, including measures to mitigate its possible adverse effects.
(e)	In case of a personal data breach that is likely to result in a risk to the rights and freedoms of natural persons, the data importer shall without undue delay notify both the data exporter and the competent supervisory authority pursuant to Clause 13. Such notification shall contain i) a description of the nature of the breach (including, where possible, categories and approximate number of data subjects and personal data records concerned), ii) its likely consequences, iii) the measures taken or proposed to address the breach, and iv) the details of a contact point from whom more information can be obtained. To the extent it is not possible for the data importer to provide all the information at the same time, it may do so in phases without undue further delay.
(f)	In case of a personal data breach that is likely to result in a high risk to the rights and freedoms of natural persons, the data importer shall also notify without undue delay the data subjects concerned of the personal data breach and its nature, if necessary in cooperation with the data exporter, together with the information referred to in paragraph (e), points ii) to iv), unless the data importer has implemented measures to significantly reduce the risk to the rights or freedoms of natural persons, or notification would involve disproportionate efforts. In the latter case, the data importer shall instead issue a public communication or take a similar measure to inform the public of the personal data breach.
(g)	The data importer shall document all relevant facts relating to the personal data breach, including its effects and any remedial action taken, and keep a record thereof.
8.6  	Sensitive data
Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to criminal convictions or offences (hereinafter ‘sensitive data’), the data importer shall apply specific restrictions and/or additional safeguards adapted to the specific nature of the data and the risks involved. This may include restricting the personnel permitted to access the personal data, additional security measures (such as pseudonymisation) and/or additional restrictions with respect to further disclosure.
8.7   	Onward transfers
The data importer shall not disclose the personal data to a third party located outside the European Union ([endnoteRef:4]) (in the same country as the data importer or in another third country, hereinafter ‘onward transfer’) unless the third party is or agrees to be bound by these Clauses, under the appropriate Module. Otherwise, an onward transfer by the data importer may only take place if: [4:  The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has been incorporated into Annex XI thereto. Therefore, any disclosure by the data importer to a third party located in the EEA does not qualify as an onward transfer for the purpose of these Clauses.
] 

(i)	it is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation (EU) 2016/679 that covers the onward transfer;
(ii)	the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 of Regulation (EU) 2016/679 with respect to the processing in question;
(iii)	the third party enters into a binding instrument with the data importer ensuring the same level of data protection as under these Clauses, and the data importer provides a copy of these safeguards to the data exporter;
(iv)	it is necessary for the establishment, exercise or defence of legal claims in the context of specific administrative, regulatory or judicial proceedings;
(v)	it is necessary in order to protect the vital interests of the data subject or of another natural person; or
(vi)	where none of the other conditions apply, the data importer has obtained the explicit consent of the data subject for an onward transfer in a specific situation, after having informed him/her of its purpose(s), the identity of the recipient and the possible risks of such transfer to him/her due to the lack of appropriate data protection safeguards. In this case, the data importer shall inform the data exporter and, at the request of the latter, shall transmit to it a copy of the information provided to the data subject.
Any onward transfer is subject to compliance by the data importer with all the other safeguards under these Clauses, in particular purpose limitation.
8.8   	Processing under the authority of the data importer	
The data importer shall ensure that any person acting under its authority, including a processor, processes the data only on its instructions.
8.9   	Documentation and compliance
(a)	Each Party shall be able to demonstrate compliance with its obligations under these Clauses. In particular, the data importer shall keep appropriate documentation of the processing activities carried out under its responsibility.
(b)	The data importer shall make such documentation available to the competent supervisory authority on request.
Clause 9
Use of sub-processors
N/A
Clause 10
Data subject rights
 (a)	The data importer, where relevant with the assistance of the data exporter, shall deal with any enquiries and requests it receives from a data subject relating to the processing of his/her personal data and the exercise of his/her rights under these Clauses without undue delay and at the latest within one month of the receipt of the enquiry or request. ([endnoteRef:5]) The data importer shall take appropriate measures to facilitate such enquiries, requests and the exercise of data subject rights. Any information provided to the data subject shall be in an intelligible and easily accessible form, using clear and plain language. [5:  That period may be extended by a maximum of two more months, to the extent necessary taking into account the complexity and number of requests. The data importer shall duly and promptly inform the data subject of any such extension.
] 

(b)	In particular, upon request by the data subject the data importer shall, free of charge:
(i)	provide confirmation to the data subject as to whether personal data concerning him/her is being processed and, where this is the case, a copy of the data relating to him/her and the information in Exhibit I; if personal data has been or will be onward transferred, provide information on recipients or categories of recipients (as appropriate with a view to providing meaningful information) to which the personal data has been or will be onward transferred, the purpose of such onward transfers and their ground pursuant to Clause 8.7; and provide information on the right to lodge a complaint with a supervisory authority in accordance with Clause 12(c)(i);
(ii)	rectify inaccurate or incomplete data concerning the data subject;
(iii)	erase personal data concerning the data subject if such data is being or has been processed in violation of any of these Clauses ensuring third-party beneficiary rights, or if the data subject withdraws the consent on which the processing is based.
(c)	Where the data importer processes the personal data for direct marketing purposes, it shall cease processing for such purposes if the data subject objects to it.
(d)	The data importer shall not make a decision based solely on the automated processing of the personal data transferred (hereinafter ‘automated decision’), which would produce legal effects concerning the data subject or similarly significantly affect him/her, unless with the explicit consent of the data subject or if authorised to do so under the laws of the country of destination, provided that such laws lays down suitable measures to safeguard the data subject’s rights and legitimate interests. In this case, the data importer shall, where necessary in cooperation with the data exporter:
(i)	inform the data subject about the envisaged automated decision, the envisaged consequences and the logic involved; and
(ii)	implement suitable safeguards, at least by enabling the data subject to contest the decision, express his/her point of view and obtain review by a human being.
(e)	Where requests from a data subject are excessive, in particular because of their repetitive character, the data importer may either charge a reasonable fee taking into account the administrative costs of granting the request or refuse to act on the request.
(f)	The data importer may refuse a data subject’s request if such refusal is allowed under the laws of the country of destination and is necessary and proportionate in a democratic society to protect one of the objectives listed in Article 23(1) of Regulation (EU) 2016/679.
(g)	If the data importer intends to refuse a data subject’s request, it shall inform the data subject of the reasons for the refusal and the possibility of lodging a complaint with the competent supervisory authority and/or seeking judicial redress.
Clause 11
Redress
(a)	The data importer shall inform data subjects in a transparent and easily accessible format, through individual notice or on its website, of a contact point authorised to handle complaints. It shall deal promptly with any complaints it receives from a data subject.
[OPTION: The data importer agrees that data subjects may also lodge a complaint with an independent dispute resolution body ([endnoteRef:6]) at no cost to the data subject. It shall inform the data subjects, in the manner set out in paragraph (a), of such redress mechanism and that they are not required to use it, or follow a particular sequence in seeking redress.] [6:  The data importer may offer independent dispute resolution through an arbitration body only if it is established in a country that has ratified the New York Convention on Enforcement of Arbitration Awards.
] 

 (b)	In case of a dispute between a data subject and one of the Parties as regards compliance with these Clauses, that Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep each other informed about such disputes and, where appropriate, cooperate in resolving them.
(c)	Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall accept the decision of the data subject to:
(i)	lodge a complaint with the supervisory authority in the Member State of his/her habitual residence or place of work, or the competent supervisory authority pursuant to Clause 13;
(ii)	refer the dispute to the competent courts within the meaning of Clause 18.
(d)	The Parties accept that the data subject may be represented by a not-for-profit body, organisation or association under the conditions set out in Article 80(1) of Regulation (EU) 2016/679.
(e)	The data importer shall abide by a decision that is binding under the applicable EU or Member State law.
(f)	The data importer agrees that the choice made by the data subject will not prejudice his/her substantive and procedural rights to seek remedies in accordance with applicable laws.
Clause 12
Liability
[bookmark: _Hlk78894385] (a)	Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of these Clauses.
(b)	Each Party shall be liable to the data subject, and the data subject shall be entitled to receive compensation, for any material or non-material damages that the Party causes the data subject by breaching the third-party beneficiary rights under these Clauses. This is without prejudice to the liability of the data exporter under Regulation (EU) 2016/679.
(c)	Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring an action in court against any of these Parties.
(d)	The Parties agree that if one Party is held liable under paragraph (c), it shall be entitled to claim back from the other Party/ies that part of the compensation corresponding to its/their responsibility for the damage.
(e)	The data importer may not invoke the conduct of a processor or sub-processor to avoid its own liability.
Clause 13
Supervision
(a) [Where the data exporter is established in an EU Member State:] The supervisory authority with responsibility for ensuring compliance by the data exporter with Regulation (EU) 2016/679 as regards the data transfer, as indicated in Exhibit I.C, shall act as competent supervisory authority.
[Where the data exporter is not established in an EU Member State, but falls within the territorial scope of application of Regulation (EU) 2016/679 in accordance with its Article 3(2) and has appointed a representative pursuant to Article 27(1) of Regulation (EU) 2016/679:] The supervisory authority of the Member State in which the representative within the meaning of Article 27(1) of Regulation (EU) 2016/679 is established, as indicated in Exhibit I.C, shall act as competent supervisory authority.
[Where the data exporter is not established in an EU Member State, but falls within the territorial scope of application of Regulation (EU) 2016/679 in accordance with its Article 3(2) without however having to appoint a representative pursuant to Article 27(2) of Regulation (EU) 2016/679:] The supervisory authority of one of the Member States in which the data subjects whose personal data is transferred under these Clauses in relation to the offering of goods or services to them, or whose behaviour is monitored, are located, as indicated in Exhibit I.C, shall act as competent supervisory authority. 
(b)	The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent supervisory authority in any procedures aimed at ensuring compliance with these Clauses. In particular, the data importer agrees to respond to enquiries, submit to audits and comply with the measures adopted by the supervisory authority, including remedial and compensatory measures. It shall provide the supervisory authority with written confirmation that the necessary actions have been taken.
SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC AUTHORITIES
Clause 14
Local laws and practices affecting compliance with the Clauses
[bookmark: _Hlk78894564] (a)	The Parties warrant that they have no reason to believe that the laws and practices in the third country of destination applicable to the processing of the personal data by the data importer, including any requirements to disclose personal data or measures authorising access by public authorities, prevent the data importer from fulfilling its obligations under these Clauses. This is based on the understanding that laws and practices that respect the essence of the fundamental rights and freedoms and do not exceed what is necessary and proportionate in a democratic society to safeguard one of the objectives listed in Article 23(1) of Regulation (EU) 2016/679, are not in contradiction with these Clauses.
(b)	The Parties declare that in providing the warranty in paragraph (a), they have taken due account in particular of the following elements:
(i)	the specific circumstances of the transfer, including the length of the processing chain, the number of actors involved and the transmission channels used; intended onward transfers; the type of recipient; the purpose of processing; the categories and format of the transferred personal data; the economic sector in which the transfer occurs; the storage location of the data transferred;
(ii)	the laws and practices of the third country of destination– including those requiring the disclosure of data to public authorities or authorising access by such authorities – relevant in light of the specific circumstances of the transfer, and the applicable limitations and safeguards ([endnoteRef:7]); [7:  As regards the impact of such laws and practices on compliance with these Clauses, different elements may be considered as part of an overall assessment. Such elements may include relevant and documented practical experience with prior instances of requests for disclosure from public authorities, or the absence of such requests, covering a sufficiently representative time-frame. This refers in particular to internal records or other documentation, drawn up on a continuous basis in accordance with due diligence and certified at senior management level, provided that this information can be lawfully shared with third parties. Where this practical experience is relied upon to conclude that the data importer will not be prevented from complying with these Clauses, it needs to be supported by other relevant, objective elements, and it is for the Parties to consider carefully whether these elements together carry sufficient weight, in terms of their reliability and representativeness, to support this conclusion. In particular, the Parties have to take into account whether their practical experience is corroborated and not contradicted by publicly available or otherwise accessible, reliable information on the existence or absence of requests within the same sector and/or the application of the law in practice, such as case law and reports by independent oversight bodies.] 

(iii)	any relevant contractual, technical or organisational safeguards put in place to supplement the safeguards under these Clauses, including measures applied during transmission and to the processing of the personal data in the country of destination.
(c)	The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its best efforts to provide the data exporter with relevant information and agrees that it will continue to cooperate with the data exporter in ensuring compliance with these Clauses.
(d)	The Parties agree to document the assessment under paragraph (b) and make it available to the competent supervisory authority on request.
(e)	The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and for the duration of the contract, it has reason to believe that it is or has become subject to laws or practices not in line with the requirements under paragraph (a), including following a change in the laws of the third country or a measure (such as a disclosure request) indicating an application of such laws in practice that is not in line with the requirements in paragraph (a). 
(f)	Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to believe that the data importer can no longer fulfil its obligations under these Clauses, the data exporter shall promptly identify appropriate measures (e.g. technical or organisational measures to ensure security and confidentiality) to be adopted by the data exporter and/or data importer to address the situation. The data exporter shall suspend the data transfer if it considers that no appropriate safeguards for such transfer can be ensured, or if instructed by the competent supervisory authority to do so. In this case, the data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal data under these Clauses. If the contract involves more than two Parties, the data exporter may exercise this right to termination only with respect to the relevant Party, unless the Parties have agreed otherwise. Where the contract is terminated pursuant to this Clause, Clause 16(d) and (e) shall apply.
Clause 15
Obligations of the data importer in case of access by public authorities
[bookmark: _Hlk78894664]15.1   	Notification
(a)	The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if necessary with the help of the data exporter) if it:
(i)	receives a legally binding request from a public authority, including judicial authorities, under the laws of the country of destination for the disclosure of personal data transferred pursuant to these Clauses; such notification shall include information about the personal data requested, the requesting authority, the legal basis for the request and the response provided; or
(ii)	becomes aware of any direct access by public authorities to personal data transferred pursuant to these Clauses in accordance with the laws of the country of destination; such notification shall include all information available to the importer.
 (b)	If the data importer is prohibited from notifying the data exporter and/or the data subject under the laws of the country of destination, the data importer agrees to use its best efforts to obtain a waiver of the prohibition, with a view to communicating as much information as possible, as soon as possible. The data importer agrees to document its best efforts in order to be able to demonstrate them on request of the data exporter.
(c)	Where permissible under the laws of the country of destination, the data importer agrees to provide the data exporter, at regular intervals for the duration of the contract, with as much relevant information as possible on the requests received (in particular, number of requests, type of data requested, requesting authority/ies, whether requests have been challenged and the outcome of such challenges, etc.). 
(d)	The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the duration of the contract and make it available to the competent supervisory authority on request.
(e)	Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause 14(e) and Clause 16 to inform the data exporter promptly where it is unable to comply with these Clauses.
15.2   	Review of legality and data minimisation
(a)	The data importer agrees to review the legality of the request for disclosure, in particular whether it remains within the powers granted to the requesting public authority, and to challenge the request if, after careful assessment, it concludes that there are reasonable grounds to consider that the request is unlawful under the laws of the country of destination, applicable obligations under international law and principles of international comity. The data importer shall, under the same conditions, pursue possibilities of appeal. When challenging a request, the data importer shall seek interim measures with a view to suspending the effects of the request until the competent judicial authority has decided on its merits. It shall not disclose the personal data requested until required to do so under the applicable procedural rules. These requirements are without prejudice to the obligations of the data importer under Clause 14(e).
(b)	The data importer agrees to document its legal assessment and any challenge to the request for disclosure and, to the extent permissible under the laws of the country of destination, make the documentation available to the data exporter. It shall also make it available to the competent supervisory authority on request. 
(c)	The data importer agrees to provide the minimum amount of information permissible when responding to a request for disclosure, based on a reasonable interpretation of the request.
SECTION IV – FINAL PROVISIONS
Clause 16
Non-compliance with the Clauses and termination
[bookmark: _Hlk78894742](a)	The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses, for whatever reason.
(b)	In the event that the data importer is in breach of these Clauses or unable to comply with these Clauses, the data exporter shall suspend the transfer of personal data to the data importer until compliance is again ensured or the contract is terminated. This is without prejudice to Clause 14(f).
(c)	The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal data under these Clauses, where:
(i)	the data exporter has suspended the transfer of personal data to the data importer pursuant to paragraph (b) and compliance with these Clauses is not restored within a reasonable time and in any event within one month of suspension;
(ii)	the data importer is in substantial or persistent breach of these Clauses; or
(iii)	the data importer fails to comply with a binding decision of a competent court or supervisory authority regarding its obligations under these Clauses.
In these cases, it shall inform the competent supervisory authority of such non-compliance. Where the contract involves more than two Parties, the data exporter may exercise this right to termination only with respect to the relevant Party, unless the Parties have agreed otherwise.
(d)	Personal data that has been transferred prior to the termination of the contract pursuant to paragraph (c) shall at the choice of the data exporter immediately be returned to the data exporter or deleted in its entirety. The same shall apply to any copies of the data. The data importer shall certify the deletion of the data to the data exporter. Until the data is deleted or returned, the data importer shall continue to ensure compliance with these Clauses. In case of local laws applicable to the data importer that prohibit the return or deletion of the transferred personal data, the data importer warrants that it will continue to ensure compliance with these Clauses and will only process the data to the extent and for as long as required under that local law.
(e)	Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal data to which these Clauses apply; or (ii) Regulation (EU) 2016/679 becomes part of the legal framework of the country to which the personal data is transferred. This is without prejudice to other obligations applying to the processing in question under Regulation (EU) 2016/679.
Clause 17
Governing law
These Clauses shall be governed by the law of one of the EU Member States, provided such law allows for third-party beneficiary rights. The Parties agree that this shall be the law of ______ (specify Member State).

Clause 18
Choice of forum and jurisdiction
[bookmark: _Hlk78889252](a)	Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State.
(b)	The Parties agree that those shall be the courts of  _____ (specify Member State).
(c)	A data subject may also bring legal proceedings against the data exporter and/or data importer before the courts of the Member State in which he/she has his/her habitual residence.
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(d)	The Parties agree to submit themselves to the jurisdiction of such courts.
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[bookmark: _Hlk78894898]APPENDIX
EXPLANATORY NOTE:
It must be possible to clearly distinguish the information applicable to each transfer or category of transfers and, in this regard, to determine the respective role(s) of the Parties as data exporter(s) and/or data importer(s). This does not necessarily require completing and signing separate appendices for each transfer/category of transfers and/or contractual relationship, where this transparency can achieved through one appendix. However, where necessary to ensure sufficient clarity, separate appendices should be used.





Exhibit I
A.   LIST OF PARTIES
Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, of its/their data protection officer and/or representative in the European Union]

Name: ___________________________________________
Address: _________________________________________
Contact person’s name, position and contact details: _________________________
___________________________________________________________________
Activities relevant to the data transferred under these Clauses:
___________________________________________________________________
___________________________________________________________________
Signature and date: ___________________________________________________
Role (controller/processor): 
2. …


	
	
	


Data importer(s): [Identity and contact details of the data importer(s), including any contact person with responsibility for data protection]

Name: ___________________________________________
Address: _________________________________________
Contact person’s name, position and contact details: _________________________
___________________________________________________________________
Activities relevant to the data transferred under these Clauses:
___________________________________________________________________
___________________________________________________________________
Signature and date: ___________________________________________________
Role (controller/processor): 
2. …




B.   DESCRIPTION OF TRANSFER
Categories of data subjects whose personal data is transferred
	
Categories of personal data transferred
	
Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions (including access only for staff having followed specialised training), keeping a record of access to the data, restrictions for onward transfers or additional security measures.
	
The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis).

Nature of the processing
	 
Purpose(s) of the data transfer and further processing

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing

C.   COMPETENT SUPERVISORY AUTHORITY
Identify the competent supervisory authority/ies in accordance with Clause 13


Exhibit II
TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA
EXPLANATORY NOTE:
The technical and organisational measures must be described in specific (and not generic) terms. See also the general comment on the first page of the Appendix, in particular on the need to clearly indicate which measures apply to each transfer/set of transfers.
Description of the technical and organisational measures implemented by the data importer(s) (including any relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context and purpose of the processing, and the risks for the rights and freedoms of natural persons.
[Examples of possible measures:
Measures of pseudonymisation and encryption of personal data
Measures for ensuring ongoing confidentiality, integrity, availability and resilience of processing systems and services
Measures for ensuring the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident
Processes for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures in order to ensure the security of the processing
Measures for user identification and authorisation
Measures for the protection of data during transmission
Measures for the protection of data during storage
Measures for ensuring physical security of locations at which personal data are processed
Measures for ensuring events logging
Measures for ensuring system configuration, including default configuration
Measures for internal IT and IT security governance and management
Measures for certification/assurance of processes and products
Measures for ensuring data minimisation
Measures for ensuring data quality
Measures for ensuring limited data retention
Measures for ensuring accountability
Measures for allowing data portability and ensuring erasure]
For transfers to (sub-) processors, also describe the specific technical and organisational measures to be taken by the (sub-) processor to be able to provide assistance to the controller and, for transfers from a processor to a sub-processor, to the data exporter
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